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Abstract

The Internet introduced a global change in the methods and speed of commu-
nication, exerting significant influence on the quality of life of a "common individ-
ual". This influence can be observed in all spheres of social life in our environment.
Nevertheless, positive and constructive achievements of modern information technol-
ogy also caused a series of problems related to the emergence and expansion of di-
verse forms of computer crime. This is a relatively new form of criminal behavior that
exhibits major phenomenological diversity and that cannot be defined by a single
definition. Even though certain definitions have been adopted, the phenomenon of
cyber crime has appeared as a much broader concept. There are numerous documents
that classify various forms of cyber crime. The fact is that uncontrolled and aimless
use of the Internet implies numerous dangers. Internet abuse is often associated with
pornography, which implies that various websites with illegal content also influence
the long-term "poisoning" of children. Despite the primary and essential role of the
parents, the support of all social segments is necessary in order to raise collective
awareness through media and educational campaigns dedicated to youth and children,
all for the purpose of providing information about potential Internet abuses and meth-
ods of safe usage.
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3JIOYHOTPEBA PAYYHAPCKHUX MPEKA Y CAJBEP
MMPOCTOPY: YTHIIAJ IIOPOAUIE Y MOAEPHOM
NH®OPMATHYKOM BPEMEHY

AncTpakT

WurepHer je moHeo riobaiHe M3MEHE y HaYMHY W Op3WHH KOMYHHKanuja u
BpILY 3Ha4YajaH yTULAj HA ,,3aj¢AHMYKN HHIMBUIYAIHU  KBAJIUTET KKHBOTA. OBaj yTH-
1aj ce MOJKe ITOCMAaTpaTh y CBUM c(hepama APYIITBEHOT )KUBOTA y HAIIEM OKPYKEHY.
Ilo3nTHBHA M KOHCTPYKTHBHA JOCTUTHYha caBpeMeHNX MH(OPMAIMOHUX TEXHOJIOTH-
ja Takohe je n3asBana HU3 MpobieMa KOju Ce OJJHOCE Ha IIUPCHE Pa3INIYUTUX 00JIHKa
KOMIIjyTePCKOT KpMMHHaa. VIcTH npefcTaBiba peaTuBHO HOBH OOJIMK KPUMHHAIHOT
HOHAIIaka KOjU II0Ka3yje BENUKY (PEHOMEHOJIOLIKY Pa3sHOBPCHOCT U HE MOXKE ce
oapenutd jenHoMm aeduuunujomM. Mako cy Heke neduHMIMje ycBOjeHe, (GpeHOMEH
,»Caj0ep KpuMuHaIa“ ce 1mojaBuo kao cBeoOyxsaTHUju HojaM. [locToje OpojHH cTynuje
Koje KIacu(UKyjy pa3nuaure o0imKe cajoep kpuMuHana. YnmeHnna je ja HeKOHTpPO-
nHcaHa M OecumbHa yrnorpeba MHTEpHETa IPOy3pOKyje OpojHE ONACHOCTH. 3JI0YIIOo-
Tpeba MHTEpHETa je YeCTO y AMPEKTHOj Be3U ca MOpHOrpadujoM, ITO IMoxpa3ymMeBa
[1a pa3HU CajTOBH Ca HEJICTAIHUM Cafip)KajeM Takohe yTHdy Ha AyropodHo "TpoBambe"
Jere. YIpKoC IPUMapHOj M CYLITHHCKO] YJIO3H POAUTEIbA, HOJPIIKA CBUX JPYIITBEHHUX
CerMeHara je HeoIXo/JHa Kako OU ce MOJUIIa KOJIEKTHBHA CBECT ITyTeM Mezuja U o0pa-
30BHHUX KaMIlakha HAMEHEHUX MIIaUMa U JIel Y Wby NpyXamba HHpOpMaLHja o 1o-
TCHIIMjaTHUM HHTEePHET-3/10ynoTpedama u Merogama 6e30eaHor kopuihema HCTOT.

Kibyune peun: Pagynapcke mpexe, cajoep npoctop, cajoep KpUMUHA,
370ynoTpeda HHTepHEeTa, HHTepHET nenodumja

INTRODUCTION

The Internet caused a global change in methods and speed of
communication in the end of the 20" century. During its two decades of
existence, for a very brief period, it exerted a major influence on the life
of a common individual.

The answer to a widespread preoccupation of youth with online
social networks (Facebook, Twitter, or chatting in general) has been
sought by sociologists, psychologists, pedagogues, and many other ex-
perts, but their views vary. On the one hand, it is evident that new tech-
nologies introduce various benefits and challenges that should be an-
swered by creative intelligence, but on the other hand, the Internet carries
multiple risks to which young people are particularly exposed, i.e. a large
percentage of youth thrilled by the Internet establish communications that
do not contribute to the advancement of the humankind but rather in-
crease the sense of disorientation and isolation leading to the disregard of
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reality. In this context, due to the advantages of new technologies, there is
reasonable uncertainty and fear of conflicts that vulnerable individuals
could find themselves in, whereby it might become impossible to distin-
guish the truth from fallacy, thus causing a fusion of reality and virtual
reality.

In addition to these common characteristics and various contra-
dictory views, the negative aspects of Internet use carry serious connota-
tions. The development of science and technology concurrently enabled
integrative powers on our planet and, in order to achieve a better quality
of people’s lives, also created favorable conditions for those who wish to
take advantage of certain innovations for the purpose of criminal activi-
ties (Bjelajac, 2011, p. 34). Positive and constructive innovations of new
information technology also introduced a series of problems related to the
emergence and expansion of diverse forms of computer crime. The par-
ticular attribute of these torts is the method of execution, which is based
on computer use (Draft Convention on Cyber crime, 2000). Thereby,
computer use can be expressed in a complete or segmented manner in the
incriminated acts. The computer can be, and often is, the main tool for
executing such criminal acts, in case there is a punishable consequence in
terms of criminal justice. The opportunities for abuse are plentiful and di-
verse. Computer technology creates room for specific acts of manipula-
tion, ranging from certain traditional types of crime, such as embezzle-
ment, fraud, or theft, to more sophisticated ones, used to obtain data
without authorization for the purpose of achieving illegal benefit.

Internet pedophilia represents a specific type of computer crime, as
pedophiles increasingly wander through electronic networks in search of
potential victims. Unfortunately, these victims are children, the most sen-
sitive and vulnerable members of human population. Therefore, the
spread of Internet pedophilia has recently become a topic of discussion,
particularly in terms of whether these acts represent organized crime, as
they are rarely related to a single case. In fact, the Internet has become a
new playground available to pedophiles, where children are constantly
exposed to inappropriate sexual content or upsetting and hostile mes-
sages, which strongly influence their physical and mental development
and may turn out to be decisive for their future bio-psychological status.

GENERAL FEATURES OF CYBER CRIME

Defining computer crime is rather difficult. There are several rea-
sons to support this claim:
= [t is a relatively new form of criminal behavior, which has not
been fully distinguished from other types of crime;
= Computer crime demonstrates great phenomenological diversity
that can hardly be covered by a single definition;
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= Numerous laws designate computer torts as specific criminal
acts; however, science cannot rely on positive criminal law when
defining the concept of computer crime (Dimitrijevic, 2011).

In the broadest sense, high-technology or computer crime is any
criminal activity performed by the use of a computer, computing systems,
and networks. There is a wide and diversified range of such criminal ac-
tivities, including a series of illegal actions, from unauthorized distribu-
tion of pirated copyrighted material to multi-million-dollar thefts and
frauds resulting from unauthorized access to individuals’ bank accounts.
In addition to actions aimed at making unlawful gain, computer crime
also includes actions otherwise motivated, such as development and dis-
tribution of viruses and malicious software, publication of confidential
personal or business data, etc. (Drakulic & Drakulic, 2010). Nevertheless,
several years have passed from the initial emergence of computer crime
in anticipation of the efforts to clearly determine or define it. Regardless
of the different definitions, just as certain basic definitions were being
developed and stabilized, the new phenomenon of cyber crime appeared.
Examining and interpreting the global range of this type of crime, in the
document "Crime related to computer networks", the expert group at the
10th United Nations Congress on the Prevention of Crime and Treatment
of Offenders (Vienna, Austria, 10-17 April, 2000), defined cyber crime as
any crime that can be committed by means of a computer system and net-
work, in a computer system or networks, or against a computer system or
network (Vienna Declaration on Crime and Justice: Meeting the Chal-
lenges of the Twenty-first Century, 2000).

Information technology or computer networks may undertake sev-
eral roles (Robinson, 2000), such as:

= The object of attack — the services, functions, and content of the

network are being attacked.

= Means — criminals have always been using stones, knives,

poison, guns, and similar weapons and tools, whereas modern
criminals use computer networks to realize their intentions and
commit the act.

= Environment — setting of the attack. This environment often

serves to conceal criminal activity, as in the case of Internet
pedophilia, as well as other criminal actions where it has been
proven rather effective.

= Evidence — just as knives, weapons, or other tools are used in

traditional crimes to commit criminal acts, a network may be
used as evidence in the presentation of evidence of cyber crime.

Computer network also serves as a network that connects numer-
ous subjects. In addition to its supportive role, it also represents a symbol.
However, a network in cyber crime exclusively serves the function of de-
ception, interference, and intimidation.
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TYPES OF CYBER CRIME

Various documents offer different classifications of the types of
cyber crime. For instance, the material for the workshop on network
crime at the 10™ UN Congress divides this type of crime into two subcat-
egories:

= Cyber crime in a narrow sense — any illegal behavior directed by

means of electronic operations that targets the security of
computer systems and the data processed by them;

= Cyber crime in a broader sense — any illegal behavior committed

by means of, or in relation to, a computer system or network,
including such crimes as illegal possession, offering or
distributing information by means of a computer system or
network (Vienna Declaration on Crime and Justice: Meeting the
Challenges of the Twenty-first Century, 2000).

This document, in accordance with the 1989 Council of Europe
Recommendation and the 1985 OECD list, presents the actual manifesta-
tions of this type of crime, including unauthorized access to a computer
system or network by breaching security measures (hacking), damage to
computer data or software, computer sabotage, unauthorized interception
of communications to, from, or within computer systems and networks,
and computer espionage. Cyber criminal offences supported by comput-
ers are being added to these manifestations. These acts mainly refer to
distribution or possession of certain materials. Among them, particularly
important are child pornography and various illegal materials distributed
via the Internet.

The aforementioned European Convention on cyber crime defines
four groups of offences:

= Offences against confidentiality, integrity, and availability of

computer data and systems — these include illegal access,
interception, and interference with data or systems, as well as
utilization of hacking devices and password trafficking;

= Computer-related offences — theft and forgery represent the main

forms of attack;

= Content-related offences — child pornography represents the

dominant content in this group; offences include possession,
distribution, transmission, maintenance, or provision of these
materials;

= Offences related to infringement of copyright and related rights —

these include unauthorized reproduction and distribution of
copies of computer systems.

Both computer crime and cyber crime require appropriate legisla-
tion. From the original forms of cyber crime in the beginning of the 1990s
and until the present day, numerous international bodies have focused on
this type of crime. There is international, as well as common national
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regulation of cyber crime and some of its forms. In addition, self-gov-
erning bodies have also attempted to deal with this phenomenon. This
means that regulation takes place at several levels. Interestingly, it seems
that more activities take place at the international level than at the na-
tional or the self-governing one.

This is somewhat expected due to the characteristics of these of-
fences and criminals who commit them (Drakulic & Drakulic, 2012). The
majority of the most important international acts have been enacted in the
EU framework. One of the most significant documents, adopted by states
outside the EU as well, is the international convention that regulates
cyber crime, the Council of Europe Convention on Cyber Crime, adopted
in 2001 in Budapest, which came into force in July 2004. The Convention
has set absolute standards regarding international regulation of this phe-
nomenon and represents a guideline for the states that wish to develop
their legislation in order to suppress this type of crime.

The subject of the Convention on Cyber Crime includes: crimes
against confidentiality, integrity, and availability of computer data and
networks (unauthorized access, damage of data, networks, etc.); computer
crimes (unauthorized data entry or deletion); computer fraud; crimes re-
lated to child pornography; crimes against infringement of copyright and
related rights; ancillary liability and sanctions (attempt, aiding, and abet-
ting); liability of legal entities; sanctions; procedural law; protection of
human rights; confiscation of the proceeds of the crime; collection of
real-time computer data, etc. (Prlja, 2013, p. 781).

Cyber space in Serbia follows the global cyber crime expansion
trend. In Serbia, there is a plethora of cyber crime activities, ranging from
dissemination of viruses, piracy, and unauthorized access to computer
networks, to pornography, credit card frauds, and bank robberies. As re-
gards the suppression of hi-tech crime in Serbia, the greatest step has
been made by the establishment of specialized bodies and the enlistment
of specially trained experts.

Within the Serbian Ministry of Interior, a special unit against hi-
tech crime has been formed. Additionally, a special prosecutor for hi-tech
crime has been appointed and court jurisdiction has been determined for
the entire territory of the Republic of Serbia.

Computer crimes have also been included in the Serbian Criminal
Code (SCC) in 2005. They are envisaged in article 27 as crimes against
the security of computer data. These crimes include the following: dam-
age of computer data and software, computer sabotage, development and
introduction of computer viruses, computer fraud, unauthorized access to
protected computers, networks, or electronic databases, prevention and
restriction of access to a public computer network, and unauthorized ex-
ploitation of computers and computer networks (Art. 298-304 SCC).
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The most prominent forms of computer crime in Serbia, according
to the data provided by the special prosecutor against high technology
crime, are the following: copyright infringement, credit card fraud, and
Internet pedophilia (Streater, 2010, p. 28).

COMMON FEATURES OF INTERNET PEDOPHILIA

Pedophiles used to have a narrow acting space. They used to go to
children playgrounds and school yards, and performed common pedo-
phile activities, such as observation, monitoring, and questioning chil-
dren, and giving them chocolate, chewing gum, or candy. Such methods
and approaches implied the risk of exposure. Nowadays, the Internet pro-
vides pedophiles with easy and safe monitoring of children, their activi-
ties, games, and entertainment. It also provides the exit strategy, or the
ability to hide in anonymity in case of the danger of being exposed.

By analyzing this phenomenon, it is difficult to agree with the opin-
ion that computers and the Internet represent the dark side of the world.
However, the notion that aimless and uncontrolled use of the Internet car-
ries a variety of risks appears more appropriate. "The Internet is used today
by about 15% of the world population (consciously), and even 20% uncon-
sciously (through different devices, phones, TV). A half of these users are
aged 5 to adolescent age. A simple Google search of the word encyclopedia
will provide about 1,700,000 results, while the word sex provides
26,500,000 results" (http://sr.wikipedia.org/sr-el/razgovor sa_ korisnikom:
Internetservis; date of consideration: 29.12.2012).

This data is alarming for the society and, in particular, for the par-
ents, who unfortunately have no clear understanding of the implications
of this phenomenon and no awareness of the problem or of the ways to
adequately recognize it. The development of IT, its interactivity, and its
great communication possibilities have created increased risk for all the
users, predominantly children, who are exposed to hidden traps and to in-
dividuals who misuse computers in order to satisfy their own perverted
needs.

Therefore, an absurd question arises whether children are safer
with the Internet or in the street. Accordingly, the following represent the
advantages and risks of the Internet and modern forms of communication,
as well as the particularities of electronic violence (Buljan Flender, 2011):

1. Certain advantages include:
= Quicker information availability, learning;
» Quick and easy news review;
= Instant availability;
= Source of entertainment, i.e. playing online games;
* Communication regardless of the location;
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= Exchange of experiences, opinions, and information with
peers or adults with similar interests and problems;

* Improvement of writing skills — writing represents a dominant
method of Internet and mobile phone communication;

= Reinforcement of creativity;

= Development of problem solving skills and information
selection.

2. Certain risks related to modern forms of communication are:

= Exposure to inadequate sexual content;

* Internet as a new playground for pedophiles;

= Exposure to distressing hostile messages;

= Potential over-exposure of children and youth to a frequent or
long-term use of the Internet.

3. There are certain features of electronic violence that discriminate
it from violence in direct physical contact, such as:

= 24/7 presence;

= Exposure at home and other places previously deemed safe
for children;

=  Multiple audiences and witnesses that increase rapidly;

* Anonymity increases a victim’s insecurity;

= E-abuse may be present among peers, but adults can also
become targets, i.e. teachers;

* The lack of physical contact between the victim and the
audience prevents children and youth to comprehend the
potential damage of their words, as sometimes even the sent
messages may unintentionally cause harm.

Internet abuse can be interpreted through the WHO definition that
defines violence as "the intentional use of physical force or power, threat-
ened or actual, against oneself, another person, or against a group or
community, that either results in or has a high likelihood of resulting in
injury, death, psychological harm, maldevelopment, or deprivation"
(http://www.who.int/topics/violence/en/; date of consideration: 12.10.2012.).

THE ROLE OF FAMILY IN THE MODERN INFORMATION AGE

Among numerous other challenges, modern family faces techno-
logical challenges as well. Even though it emerged relatively recently (ca.
20 years ago), advanced IT heavily influenced modern family and the
general development of a technological consciousness, eventually af-
fecting the essence of family, contributing to stratification within it, as
well as having other negative implications.

A common distinction between the real and the virtual, often used
in discussions about the Internet and cyber space, can blur a number of
issues and create an insufficiently clear and functional gap. Cyber space
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represents a technological space that involves various contexts and mutu-
ally overlapping environments. It appears and develops in a given histori-
cal moment, marked by numerous social, cultural, political, financial,
technological, and other levels. The users enter with different desires,
ambitions, and visions, and negotiate their position based on their given
abilities. These abilities, however, by no means limit them or turn them
into passive receivers of the available content, but rather offer them the
possibility to become creative social actors (Panovic, 2004).

The majority of the population has an absolutely non-critical view
towards new technologies and challenges of the modern society. Never-
theless, defining this highly prevalent matter of a symbolic cyber space
life and the consequences associated with it becomes increasingly im-
portant. The development of the Internet and the digitalization of every-
day life created new forms of social activity and fields of activity, in-
volving the frequently noted cyber culture.

Cyber culture has several synonyms such as digital culture, Inter-
net culture, virtual culture, network culture, etc. This phenomenon ex-
plains the role of the Internet in creating an individual in today's time and
space. In fact, network culture is a form of Esperanto culture, outside of
time and outside of space culture, which in its own terms exists only in
real time, without direction in (territorial) space and links in (historical)
time (Roberts & Webster, 2002, p. 242).

Cyber space became an integral part of our living space, the space
of each family as the basic social cell. Apart from its numerous ad-
vantages, this space is at the same time associated with various forms of
abuse. When it comes to children, some of this abuse includes manipula-
tive actions for the purpose of selling various products, recruitment by
sects (brainwashing), and often sexual abuse.

In all cases, the bad guys sweet-talk children and show a lot of un-
derstanding. When it comes to sexual abuse, they falsely present them-
selves as peers and establish a trusting relationship with a child, using it
to cross the boundary and further discuss sex, which is followed by the
exchange of photos or, in worse cases, even a face-to-face meeting. This
is a typical pedophile strategy. Children, unaware of whom they are
speaking to, often end up taking their clothes off in front of a web camera
and sending images to the peer. These images often end up on porno-
graphic websites (Bjelajac, 2011, p. 56).

Owing to the fact that society cannot rely on individuals' self-con-
trol, effective educational programs are increasingly being discussed in
order to decrease the risk and protect users from electronic violence by
establishing certain procedures and recommendations. Such recommen-
dations must be focused on youth under eighteen, as well as on adult In-
ternet users, parents, teachers, public institutions, and security services
dealing with crime suppression.
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INFLUENCE OF INFORMATION TECHNOLOGY ON
CHILD DEVELOPMENT

Cyber violence contains all the elements of “regular” violence and
causes real consequences even though it is committed in the so-called
virtual space. The specificity of this form of violence is that it is commit-
ted through an electronic device, which essentially masks the actual dan-
ger, as it is believed that there is an easy way out, i.e. intended victims
can simply turn off the device and exit the cyber space.

Lack of education hinders the possibility to view the problem real-
istically; otherwise, it would be generally accepted that cyber space has
become a part of our everyday environment, and that temporarily exiting
cyber space is the same as switching between actual physical environ-
ments, whereby all the related circumstances and consequences remain,
including the key issue that this type of violence usually does not stop if
one simply leaves an environment.

The conclusions of the participants of the expert meeting "Virtual
childhood — focusing on problems, prevention, and recommendations"” in-
clude the following (Expert Meeting, 2011):

= Virtual reality increasingly enters the lives of many people.

Children have become mass users of IT and experienced a
complete sense of virtual childhood;

= The millennial generation grew up with the Internet and is
always online. Digital technologies represent merely a non-
organic extension of their bodies, while social media are not only
a virtual but a real environment;

IT has become a part of everyday life of a contemporary family.
Even preschool children use computers. Starting from the age of
four or five, they are perfectly comfortable with playing
computer games, while the parents are proud of their children’s
intelligence, memory, and attention, as they achieve great results
by using a computer — they are peaceful and attentive, they learn
letters of the alphabet or the English language, etc. On the other
hand, there is a significant increase in the number of children
who experience problems with social interaction, difficulties in
speech and communication, as well as attention deficit.

IT has become an integral part of children’s life. However, in
addition to the advantages and positive effects, its use exposes
children to numerous dangers. There is a possibility to develop
addictive behavior. In the virtual world, they may encounter
numerous frauds and unpleasant situations;

Parents of young children and teenagers are often astounded by
how much time their children spend in front of a computer.
Children’s thoughts are transferred into the virtual information
world, entertainment, and virtual friendship, so they lose track of



427

time and forget their actual obligations. Prohibitions are mostly
useless, since children can surf the Internet at school, at their
friends’, or wherever they are not being controlled;

Research indicates that contemporary lifestyle decreases or
eliminates certain biological abilities. Consequently, the program
NTC learning system was developed based on the knowledge of
neurophysiology, aimed at assisting and sustaining the
development of children’s biological potentials;

The nihilism of modern technology destroys sensibility,
solidarity, and critical thinking. Revitalization of religious and
magic rituals in the context of techno-culture takes human soul as
the victim, technologically shaking the very foundation of
humanity;

In children’s minds, the virtual world has initiated a battle with
the real world;

The specificity of family law refers to the particularity of the
social relations it regulates, which, considering the subjects,
involves the need for privacy and non-interference by third
parties on the one hand, as well as justified social interest and
control on the other hand;

Nowadays, the function of family is affected by forced
individuality and rivalry. Dignity should be restored to family
roles, so that the mother could really be the mother without
playing the father’s role and the father could reclaim the
necessary authority.

PROTECTION OF CHILDREN FROM INTERNET ABUSE

Children education, guidance, and preparation for their independ-
ent life are unavoidable and endless topics. Together with numerous other
influences, the Internet and computer technology also affect people’s
lives, both directly and indirectly. They are so intensive that they require
increased preventive effort by the parents. Likewise, education is neces-
sary and particularly useful because it enables people to recognize and
face the problem of how computer games and virtual reality influence
children and their development. Moreover, this involves the knowledge of
how to safely introduce a child into the digital world and help them avoid
any unpleasant experiences.

Accordingly, experts usually give parents the following sugges-
tions:

= Creating a safe profile is the first step in personal data protection,

with an emphasis that the information to be included should be
carefully selected,;

= Teach your children to use a neutral email address and username;
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= Computer passwords should always be kept as a secret;

= Children need to learn to receive messages only from the people
they know outside of the Internet;

= Try to protect your children from unpleasant experiences — show
them how to protect their own privacy and respect other persons'
privacy;

= Teach your children not to reply to offensive messages;

= Help your children to understand which messages may cause
unpleasant feelings;

= Become familiar with the people from your -children's
environment — meet their friends, their friends’ parents, their
teachers, etc.;

= Explain to your children that if someone harasses them, it is not
their fault;

= Be careful that your children visit only websites with legal
content. Also, explain that reality is often not faithfully
represented on the Internet;

= Explain to your children the risks of recording Internet material;

= Make sure that your computer is adequately protected. Always
update your antivirus, firewall, and anti-spyware software;

= Teach children to use the antivirus software when transferring
data on a hard disk;

= Before installing anything on the computer, read the text on the
protection of data privacy and the user license agreement;

= Create a user account for your child in the computer’s operative
system (parental control function);

= Keep the addresses of the websites that children frequently use in
a separate folder;

= Protection rules apply to your children and yourself. Teach them
to always inform you in case they see something suspicious on
the Internet (http://www.internetservis.co.rs/
virtuelnodetinjstvo/VRD-PKS/BiltenVR.pdf; date of
consideration: 12.10.2012.).

Evidently, modern age creates new and complex parental roles.

However, there remains an open question of how insufficiently educated
and trained parents can respond to these challenges that modern family
faces in the information age.

CONCLUSIONS

Being aware of the expansion of cyber crime, the European Com-

mission suggested the introduction of more stringent laws pertaining to
cyber crime in the EU and warned that computer network abuse had al-
ready caused big problems in the EU member states. Pedophiles previ-
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ously used traditional methods to approach their victims and they were
exposed to a variety of risks. Nowadays, the Internet represents an ideal
tool as it provides pedophiles with the possibility to undisturbedly ob-
serve children, participate in their activities, games, and entertainment,
and disappear in anonymity if they risk being caught.

The role of the parents, teachers, professors, and the society in
general is to use youth-oriented educational campaigns to highlight the
positive aspects of the Internet and to point to various risks associated
with illegal use and abuse of information technology for the purpose of
conducting criminal acts.

Along with raising collective awareness, the development of a
long-term strategy is also necessary at both the national and the suprana-
tional level with mandatory cooperation of the relevant bodies, institu-
tions, and organizations that implement the rule of law, as well as the pri-
vate sector, namely, Internet providers, advertising agencies, software
companies, etc. Today, the functional role of the family is jeopardized by
the promotion of rivalry and individuality. The millennial generation
grew up alongside the Internet and is always online. Digital technology is
merely a non-organic extension of their bodies, while social media repre-
sent both a virtual and a real environment. Apparently, the virtual world
has initiated a battle with the real world. These worlds are mixed in chil-
dren's minds, indicating the necessity for the family and society as a
whole to protect children from Internet abuse. It is reasonable to expect
that information technology will further develop rapidly, so it is also rea-
sonable to expect that different forms of information technology abuse for
the purpose of conducting criminal activities will increase.
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Cunnma I'. Munuh, Yausesurer y [Ipumrran ca npuBpeMEHHM CEIUIITEM Y
Kocosckoj Mutposuny, Yunresscku daxynrert, Jlemocasuh
XKaxnmna Cnanesuh, Yausepsurer CunrunynyMm, beorpan

3JIOYHOTPEBA PAYYHAPCKHUX MPEXA Y
CAJBEP ITPOCTOPY: YTULIAJ IOPO/ULIE Y
MOJEPHOM UH®OPMATUYKOM BPEMEHY

Pe3ume

Bp3u pa3Boj uHpOpMaLMOHUX TEXHOJIOTHja MPOY3POKOBAO je GpopMupame caj-
Oep mpocropa kao Oe3BIACHHYKE BUPTYEJIHE TBOPEBUHE KOja JaHAC MapaliejHO KOer-
3UCTHpA Ca PEHUM CBETOM CBYJIA IJIe IOCTOjU MHTepHET MHppacTpykTypa. MHTEp-
HET je Kao Io0anHa pauyHapcKa MpeKa IPOypPOKOBA0 BEJIMKE U3MEHE y HauyHy XKHU-
BOTA U Op3MHU KOMYyHHKaluja. Y TaHAIIbEM CBETY HH(pOpPMAaIHUja CBECT JbYIH U HbH-
XOB CTaB IpeMa ojpelennmM nojaBama ce y Hajehoj Mepu oOJINKyje O yTHIIAjeM HH-
(bopmaruja Koje HaM ce KOHTHHYaIHO [UIacHpajy Ha IPYIUTBEHHM MpeKama.

V BupTyenHoM cajoep IpocTopy y KOMe HeMa JIpKaBHHX IPAaHMIA U Y KOME
HAIIMOHAITHO U MehyHaposHO KPUBMYHO 3aKOHOJABCTBO HE MOT'Y Ja UCIpAaTe TEXHH-
YKO-TEXHOJIOIIKE POMEHE, AOLUIO je (opMupama OpraHM30BaHMX KPUMHHATHHUX
IpyIa, 4uje JejoBambe Mpoy3poKyje IMOCIeIHle y CTBapHOM cBeTy. CBe OBe KpUMH-
HaJHe aKTHBHOCTH oOyxBaheHe cy mojMoM ,.cajoep KpUMHHANA“, KOjH IpeacTaBiba
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YHH]jy CKYIOBa paduyHapCKOr, AUTHTAIHOT, e-KpHMHHAJa, web KpUMHHAIa, KpHMHHA-
Ja Koju o0yXBaTa Hallaj] Ha padyHapcKe Mpexe, Kpal)y rojaraka, Harnajga Ha CHCTEeMe
U MOBpeJa ayTOPCKHX MpaBa IyTeM nHTepHera. Ha ocHOBY EBpolicke KOHBEHLHjE O
cajoep kpumuHary, Kpusnanu 3axon Cpouje neduHICca0 je KpUBHYHA Jiella padyHap-
cke caboTaxke, pauyHapcke npesape, omrehema pauyHapCKHUX M0AaTaka U nporpama,
NpaBJbEHa U YHOILICHA PauyHapCKUX BHpYyca, HeoBJaNEeHW MPHUCTYI 3auTHheHOM
padyHapy, pauyHapCcKOj MPEXHU U EIEeKTPOHCKO] 00paju moaaraka, Kao U CrpevyaBame
U OrpaHMYaBam-e MPUCTYIA jaBHO] PauyHAPCKO] MPEKH.

IToce6GHa omacHOCT je HEKOHTpOJMCaHA U OecumibHA yrnoTpeda HHTEPHETA O
cTaHe Jene. 3noynorpeba HHTEPHETA je YeCTO Yy AUPEKTHOj BE3H ca MOpHOTrpadujoMm,
LITO MOJpa3yMeBa Jia pa3HH CajTOBH Ca HEJICTAIHUM Cafip)KajeM Takohe yTHdy Ha jay-
ropo4Ho "TpoBame" neue. IIperepaHo cBakoHEBHO yuemihe Ha APYLITBEHHM MpeKa-
Ma MMa HeraTMBaH YTHIIaj Ha 3]paBJbe CBE Jele, kako y MiaheM Tako U y THHejuep-
CKOM y3pacTy. AZOJIECLICHTH 110CTajy aHKCHO3HH, JCNPECMBHH MIIH arPECUBHHU.

ITopen cBOjUX KOPUCHUX CTpaHa, APYLITBEHE MPEXe KPHUjy U BEIHUKE ONACHO-
CTH, jep ce Ha ’hUMa Hana3se MOjeANHIH KOjH Cy y CTamby Jia CIMKEe U BUICO-MaTepuja-
Jie Jlene mpey3My ca Mpexe, 3J0ynoTpebe ra, mpeodiuKyjy, JUCTpyOupajy ra myreM
MopHOTpa)CKUX CajTOBA MIIM YHEIY]y ALy ca BUMe OWIO y BUPTYEIHOM, OWIO y
cTBapHOM cBeTy. Ha ocHOBY MH(OpManuja Koja Jiela 0CTaBjbajy Ha Mpekama Mejio-
(bum Mory casHaTH CBE O BHMXOBOM KPETamby M HAYHHY JKMBOTA U YIPO3HTH UM 0e3-
OenHoact. Jla Ou ce nera 3alITUTHIA O[] 3IOHAMEPHMX JIMLA ¥ OPTaHU30BaHUX Ipyna
KOja JKeJie 3I0M0TPEeOUTH HUXOBY PHUBATHOCT MOTPEOHO je:

= dopmupary nocebHE HAJIOTE 32 PaJi HA pauyHapy JCLH U MPaTHTH HUXOBO
KpeTare Ha HHTEPHETY,

OGjacHUTH el 3Hayaj HeNPEKUAHOr KopuuifieHa aHTHBUPYC Mporpama u
3aIITUTHHUX 3H0Ba TOKOM IIPHCYCTBA Ha MPEXKH,

Yno3oputH aeiy a He CMejy JaBaTH CBOj€ JIO3UHKE 33 HPHUCTYI JIMYHOM
padyHapy, eJIeKTPOHCKO]j MOIITH U HAJIO3MMa 32 IPHCTYII IPYIITBEHUM Mpe-
xKama,

IpenounTy pU3KKe NPUCTYIIAkha HEIO3HATHM CajTOBUMA U IIPey3HMarba Ma-
TepHjaia ca UCTUX.

OG6jacHUTH UM KaKO MOTY IOCTaTH KPTBE OPraHU30BAHUX KPUMHHAIHHX
rpyna HHTEpHET-TIOpHOrpadHje, Koje MOTy 3JI0yHOTPEOUTH CIIHKE U BHIEO-
Marepujaj Koja Jelia MOr'y OCTaBUTH He3amTHNEeH Ha APYLITBEHHM MpexKa-
Ma 1 padyHapuMa 0e3 3allTure.

Vipkoc OpUMapHOj M CYIITHHCKO] YJI03H POIHUTESha, HMOJPIIKA CBHX IPYII-
TBEHHX CErMEHaTa je HeOIX0/1Ha KaKko OU ce MOJAHUIIIa KOJEKTHBHA CBECT IIyTEeM ME/IH-
ja 1 0Opa30BHUX KaMIlamka HAMEHEHUX MJIJUMa U JIeUH y LIWJbY NpYKamka HHpOpMa-
[{ja 0 MOTEHIHjATHUM MHTEpHeT-3/0ynorpedama u Merogama 6e36ennor kopuirhe-
Ha UCTOT.



